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Introduction
4Links’ EtherSpaceLink family Multi-link SpaceWire Recorder (MSR) is a rack-mounted SpaceWire recorder that
allows SpaceWire traffic to be captured, buffered and transmitted over Ethernet via a TCP/IP socket connection.
TCP/IP is a standard interface mechanism supported by all major operating systems, so no additional software
drivers are required.
The MSR provides for detailed analysis of SpaceWire networks, including routing switches. Recordings can be
made of all of the SpaceWire traffic, with each packet time-tagged to a resolution better than 2 ns. There is no
limit to the length of the SpaceWire packets that may be captured and transferred.
Multiple MSRs can be synchronized to within 10 ns to provide uniform time-tags across a system, even if that
system has many SpaceWire links and the recordings are being made onto different computers. Software is
provided to help manage and search the recordings.
The basic MSR-RG40x unit provides data recording facilities, event reporting and time -tag capture for some
(or all) of the tokens in the SpaceWire streams. It may be extended with an option to provide waveforms that
show the precise state of the SpaceWire signals around the time that an error was detected. This optional
capability can be added as a simple field upgrade by replacing the removable memory card installed in the
front panel of the unit.
The Multi-link SpaceWire Recorder is available to record 1, 2 or 4 SpaceWire links using two adjacent ports per
link. These ports may be mounted on the front panel of the unit (see the picture above), or on its rear panel.

Product Features
Feature
SpaceWire
Ethernet
Ports
Power

Description
SpaceWire Link rate (Mbps)
Ethernet Speed
Number of SpaceWire Links
Input supply to unit

1U support
400Mbps
1Gbps
1/2/4
24V DC @48W

3U support
400Mbps
1Gbps
1
12V DC @15W

Product Options
Option
TT
ER
EW

Description
Time Tags
Event/Error Reporting
Event/Error Waveforms

1U support
Option
Option
Option
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3U support
No
Standard
Standard

1. General Safety Summary
Review the following safety precautions to avoid injury and prevent damage to this product or to any products
connected to it.
To avoid potential hazards, use this product only as specified.
There are no user-serviceable parts inside this equipment.







Do not remove covers.
Do not operate with suspected failures. If you suspect that there is damage to this product, refer to 4Links
for advice.
Do not operate in wet or damp conditions.
Do not operate in an explosive atmosphere.
Keep product surfaces clean and dry.
Provide proper ventilation. The air inlet and outlet on the rear panel must not be obstructed.

1.1. Terms in this Manual

Caution:
Caution statements identify conditions or practices that could result in damage to this
product or to other property
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1.2. Symbols on the Product
The following symbol may appear on the product:

Caution:
Refer to this user manual for safety information.
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2. Description of Operation
This section describes the main features of the Multi-link SpaceWire Recorder.

2.1. General
The Multi-link SpaceWire Recorder (MSR) is connected to an Ethernet network and passively waits for a
connection from a host computer. Connection is made using a TCP/IP socket, which is flow-controlled and is
capable of recovering from errors that might occur on the network between the user and the EtherSpaceLink unit.
The MSR is identified by an IP address (see section 6.1, “IP address”) that is used by the host computer to make
this connection.
Operation of the Multi-link SpaceWire Recorder falls into two distinct phases:




Data Capture, when SpaceWire traffic is collected, time-tagged and stored to a file on the host computer;
and
Data Inspection and Analysis, which is performed after the data has been captured.

2.2. Getting Started
The MSR is supplied with up to eight active SpaceWire connectors (ports). Each pair of adjacent ports allows a
bidirectional SpaceWire connection (a link) to be monitored and all of the traffic flowing on that connection to be
recorded.
To connect a link through the MSR, unplug the SpaceWire connection that you wish to record from the devices
under test, and use two SpaceWire cables to route it via a pair of ports on the MSR, as shown in figure 2.1.

Figure 2.1: Connecting the MSR into a link under test
To record the traffic on this connection to the file named filename, enter
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msr <IP-address-of-MSR> <filename>

Use CTRL/C to stop the recording at any time.
To view your recording, execute
java -jar read.jar <filename>

Alternatively,
java -jar read.jar <filename> /s 0

provides a summary overview.
You will probably need to pipe the output from this command through a paging program, such as “more” or
“less”, or use the read program’s I/O parameters to direct it to a file, from where it can be viewed by a separate
program.
See section 9, “Software for the Multi-link SpaceWire Recorder”, which discusses the data capture and analysis
phases in more detail and provides further examples.

2.3. Standard MSR Capabilities
All Multi-link SpaceWire Recorders include the following capabilities:




The ability to capture all of the traffic passing along one, two or four bidirectional SpaceWire links, and to
relay it across Gb/s Ethernet to a host computer.
The SpaceWire links to be recorded should be reconnected through the MSR’s front panel connector
ports [or rear connectors on -R suffix units]. Each link should use one of the pairs of ports, 1 - 2, 3 - 4, 5 6, and 7 - 8, depending on the number purchased, as shown in figure 2.2.
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Figure 2.2: Connecting the MSR into a link under test










The MSR electrically connects each pair of ports together, just imposing a buffering delay of about 7 ns to
the signals propagating between each of these ports. No re-clocking of the signals is performed in this
buffer. Remember that SpaceWire cables introduce a delay of about 5 ns per metre, so the extra cabling
in a monitored link might present a similar delay to that of the MSR itself. The MSR is thus a passive
repeater of the traffic on the SpaceWire links - it does not modify the signals other than by electrical
buffering. Thus, no SpaceWire tokens are injected onto a link by the MSR.
The MSR internally maintains state machines to keep track of the SpaceWire links, but these are purely
used for reporting purposes. It cannot control the start-up of a link, so if it is enabled after a link is
established, it is unable to synchronize to that data stream. The MSR therefore needs to be booted before
the link is connected, but not necessarily running the msr software yet. If, for any link, the MSR’s frontpanel display shows the link speed in each direction, as well as the exchange of NULL tokens, flow-control
tokens or data characters (as in figure 2.3), then it will be able to record from that link.
Traffic on SpaceWire links, with speeds up to 400 Mb/s, may be recorded.
Traffic on the SpaceWire links being monitored may be captured and written to a file using the msr
program provided (see section 9.2, “Data Capture using the msr Program”). The basic MSR device
records the SpaceWire packet bytes and EOP / EEP framing markers that were observed on each direction
of the attached links. Additional information is provided by the options described in section 2.4,
“Summary of MSR Options”, below.
The front-panel display shows the state of the monitored links, even when the msr program is not
running.

Post-capture software (see section 9.3, “Data Inspection and Analysis using the read Program”) can be used to
present the recorded traffic in an easily-readable textual form.
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The captured traffic may be further displayed, analysed or animated by user-written software.

2.4. Summary of MSR Options
A Multi-link SpaceWire Recorder can be supplied with firmware that provides additional optional features:
2.4.1. TT - Time-Tags
The time of receipt of all SpaceWire tokens may be recorded, to a resolution of better than 2 ns, to assist the
correlation of events on different links. With support from inter-unit synchronisation or an Absolute Time
Interface (ATI) unit, the time-tags recorded by most members of the 4Links EtherSpaceLink family may be
synchronised to an accuracy of better than 10 ns.
2.4.2. ER - Event / Error Reporting
SpaceWire tokens defined as errors, that would normally be hidden (typically resulting in a link reset) or replaced
by an EEP character, can be made visible for recording purposes.
2.4.3. EW - Event / Error Waveforms
Each SpaceWire port has an associated waveform store that captures the transmit and receive wire signals for
that port. The capture of a waveform will be triggered by a wide variety of events on that port.
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Each captured waveform contains:




traces of the wire signals at the port;
an indication of the event that triggered the capture;
the time-tag of the triggering event.

The waveform viewer software (see section 9.4, “Waveform Handling”) allows a waveform to be viewed at
various zoom levels, and saved to a file. This software interprets the recorded signal waveforms as SpaceWire
characters, and supplies a labelled time axis.

2.5. Front-Panel Display
The MSR’s front panel display continuously monitors and displays the states of the Ethernet and SpaceWire links.
The top line of the display shows the product number, the current IP address of the EtherSpaceLink unit, and the
name “4Links” on the right.

Figure 2.3: The MSR display
2.5.1. Ethernet information
Information about the remote Ethernet connection is shown on the upper section of the display. The status of the
Ethernet connection is provided, together with indications of when Ethernet transmit and receive activity occur.
2.5.2. SpaceWire information
Information about the SpaceWire links is shown on the lower section of the display. The speed of both directions
of each link is shown, and any receive or transmit activity is indicated.
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2.6. Communication Protocols
4Links EtherSpaceLink units provide access to a SpaceWire network from computers on a conventional TCP/IP
Ethernet network. TCP/IP is used over Ethernet to provide an error checked guaranteed delivery system, even
through noise or the intervening network failing and being restored (for example, a cable being removed and
reconnected).
In the event of an EtherSpaceLink unit being powered down, the computer will expect the connection to be
restored, but the EtherSpaceLink unit will have lost connection information and the computer application
program will have to be restarted.
Similarly, a failure of the computer will leave the EtherSpaceLink unit waiting for a connection restoration that is
not possible, and in this case the EtherSpaceLink unit must be reset, by cycling power or by removing and reinserting the removable memory card on its front panel.
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3. Specification
3.1. SpaceWire Links
The SpaceWire Links conform to ECSS-E-ST-50-12C (31st July 2008).
3.1.1. SpaceWire Receive Performance
Receive speeds may be in the range from 1.2 Mb/s to more than 400 Mb/s [the lower-limit is set by the SpaceWire
standard timeout period of 850 ns]. The edge separation on the SpaceWire signal lines must be greater than 1.4 ns.
3.1.2. SpaceWire Connectors
Eight standard 9-way Micro-miniature D-type SpaceWire socket connectors are mounted either on the front
panel (on RG hardware platforms) or on the rear panel (on RG-R platforms).
The connectors are labelled 1 to 8, from left to right, corresponding to software and API ports 1 to 8 respectively.
The pinout of the SpaceWire socket connectors (looking from the outside of the EtherSpaceLink unit) is shown in
figure 3.1:

Figure 3.1: SpaceWire connector pinout
The female “Din” and “Sin” contacts provide inputs to the MSR; the female “Dout” and “Sout” contacts carry
output signals from the MSR.
All eight of these signals are buffered within the MSR using LVDS buffers for each of the differential signal pairs.
Within the MSR, all signal grounds are bonded to the chassis of the unit. Notice that the ground potential
difference between each device-under-test must be held within each receiver’s input common-mode voltage
range.
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3.1.3. SpaceWire Time Codes
SpaceWire defines a mechanism for transferring a global time reference across a network. MSR stores these time
codes in its recorded data files for analysis.
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3.2. The Ethernet Connection
An RJ45 socket, housed in an SFP module situated on the front panel, supports 1000 Mb/s (1000BaseT) or 100
Mb/s (100BaseT) full-duplex Ethernet connections over twisted-pair cable. The interface has an auto-crossover
function allowing direct connection of the EtherSpaceLink unit, with a standard or crossover cable, to a computer
or to an Ethernet hub or switch.
3.2.1. ICMP Echo (ping) Support
The MSR will respond to an ICMP echo request - as provided on Windows and Unix/Linux operating systems via
the ping command. This can provide a simple test to check that the unit is accessible on the network.
3.2.2. Full-Duplex Ethernet
Only full-duplex Ethernet connections are supported.

3.3. SMA Synchronization Connectors
Synchronization (to other 4Links units or to external devices) is achieved using SMA connectors, on units with the
“-S” model number suffix where they are fitted.
The rear panel of a suitably-equipped MSR contains eight SMA connectors, labelled J1 to J8 from left to right
when looking at the rear panel, corresponding to software and API synchronization connections J1-J8
respectively.
These connectors are used as four pairs, J1-J2, J3-J4, J5-J6 and J7-J8. Connector pairs J1-J2, J3-J6 or J7-J8 may not
be present on all platforms. Refer to the functions and options installed for details of their usage.
The outer conductor of each SMA connector is ground / shield, and the inner conductor carries the signal. The
two SMA connectors in a pair are internally wired to each other and may be used as a loop-through connection
for a 50 Ω-terminated line. Alternatively, a 50 Ω resistive terminator may be inserted into one of the connectors
in each pair so that the other forms a terminated connection.

Figure 3.2: SMA connector layout
Connector pair J7-J8 is used on the MSR for time synchronisation; see section 8, “Unit-to-Unit Time-Tag
Synchronisation”, for details.
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3.4. Discovering a Unit’s Serial Number and Installed Product Options
4Links EtherSpaceLink unit serial numbers are of the form Annn (e.g. A202).
The least-significant bits of the Ethernet Media Access Control (MAC) address of a unit are directly related to its
serial number:
Serial numbers

MAC addresses

A1 to A4095

00-50-C2-20 01 to 00-50-C2-21-2F-FF

A unit’s serial number may be read off its front panel display at boot time. Alternatively, click the toggle switch
upwards once to view the serial number of a running unit.
3.4.1. Installed Product Options
When viewing the serial number of a running unit, as above, the installed Product Options are listed as twocharacter acronyms within square brackets.
For example, in the illustration in figure 6.1, the options are EW, ER and TT. See section 2.4, “Summary of MSR
Options”, for further information on the available MSR options.

3.5. The RG408 Hardware Platform
The RG408 hardware platform is supplied with eight SpaceWire ports and with front or rear mounted SpaceWire
connectors (RG408 or RG408-R, respectively).
The hardware is optionally available with SMA connectors for external synchronization (on the RG408S). These enable inter-box time-tag synchronization (on the DSI, SRR, MSR and ATI), as well as external
triggers (on a DSI).
The -L and -M suffixes indicate the FPGA size in an RG408 unit. The smaller FPGA is supplied in RG408-L
units. An Extra Resources “-M” option (on the RG408-M) supplies greater processing and memory
facilities. This provides for more than four ports on a DSI, for double the recording buffer memory on
an MSR, and for more ports or larger RMAP memories on an SRR.
The unit is intended to be used in a 19-inch rack and is 1U high.
3.5.1. Dimensions
Dimension

Metric

Imperial

Maximum height

45 mm

1.75 inches

Maximum width

483 mm

19 inches
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Maximum depth
(overall)

335 mm (405 mm with mated
power connector)

13.25 inches (16 inches with
mated power connector)

Maximum depth
(inside rack)

290 mm (360 mm with mated
power connector)

11.5 inches (14.25 inches with
mated power connector)

Weight

Approximately 2.8 kg

Approximately 6 lb

Heat output
(power consumption)

Approximately 25 Watts
(depends on the installed functions and activity levels)

3.5.2. Environmental Requirements
Parameter

Requirement

Operating Temperature

5 °C to 35 °C

Humidity

Non-condensing humidity environments

Maximum Operating Altitude

2,000 m

Pollution Degree

2; Indoor use only

3.5.2.1. Ventilation Requirements
The 4Links RG platform products require unobstructed airflow to their rear ventilation grilles to allow the internal
fans to operate efficiently and thus to allow operation across the temperature range specified in section 3.5.2,
“Environmental Requirements”, above.
3.5.3. Power Supply
Power is provided by an external supply.
3.5.3.1. Supply Voltage
The power input is designed to accept DC 22 to 50 V, with either polarity.
The power input circuit is isolated from both the rest of the circuit and from the equipment case. The potential
difference between the power source and the equipment case (functional ground) must not exceed 50 V. A 1.2
MΩ resistor is fitted internally to prevent the build-up of a static potential difference between the power input
and the case.
Note: This input has limited surge protection and must be connected to a surge-free supply. The AC/DC adapter
supplied with the unit contains surge protection at its mains-voltage input and should be used where surge
protection is required.
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Caution:
The AC/DC adapter supplied with the unit provides mains isolation to UL60950/EN60950. If an alternative power
source is used, it must have an equivalent rating.

3.5.3.2. Power Consumption
Total power consumption depends on the number of active ports and options: up to around 25W. 3.5.3.3.
Power Connector
Power is supplied using a rear-panel-mounted 5-way 240° DIN connector with a screw-locking mechanism.

Figure 3.3: The 4Links RG Platform power connector

Pins

Function

1,2

Power (either polarity)

3

Functional ground (connected to case)

4,5

Return

The connector type is a Binder 680-series 5-pin 240° chassis plug. A compatible mating connector is Binder part
number 09-0314-00-05.
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3.5.3.4. Grounding for Electrical Safety
The chassis must be maintained at a safe potential.
Caution:
The chassis must be maintained at a safe potential. The electrical ground for the
circuits driving the SpaceWire connector signals is connected to the chassis.A
functional ground connection is provided by the mains power supply that is shipped
with the unit.

3.5.3.5. Fuse Protection
Each power input line includes an internal fuse.
One or both fuses may be inferred to have failed if there is appropriate power at the connector pins and a
complete lack of information on the front-panel display.
Fuse failure will only result from serious component failure or from equipment misuse. A complete check-out is
required before replacing these fuses.
In the event of suspected fuse failure, please contact 4Links.
Caution:
There are no user-serviceable parts inside this equipment.

3.5.4. Handling and Transportation
The 4Links RG platform products are designed to be robust, and are capable of being transported to support
SpaceWire testing.
Units should be packaged in protective foam or similar material to prevent them from being subjected to
excessive shocks during handling.
Units should not be subjected to condensation; transferring them directly from a cold shipping container to a
moist warm laboratory atmosphere is not recommended.
The micro-miniature D-type SpaceWire plugs and sockets are fragile. Connections should be made with care. If
the units are in an environment where they are frequently re-connected, consideration should be given to the use
of sacrificial connectors or an external router (such as the 4Links Flexible SpaceWire Router).
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3.5.5. RG Platform Firmware
Firmware for the 4Links RG platform products is supplied on CompactFlash memory cards. These cards may be
hot-swapped - i.e. plugged and unplugged from a live unit.
RG Platform units boot from an installed memory card when they are powered up, as well as when they detect
that a memory card has been newly-inserted. Ejecting and then re-inserting a memory card is therefore an
acceptable method of re-booting a unit.
A memory card may be ejected by pressing the eject button on the right-hand side of the card slot with a nonconductive device.
Caution:
Do not attempt to remove the memory card using a conductive object (e.g. a pen
or a screwdriver).

Memory cards are configured for a particular 4Links hardware platform, and are only intended for use with that
unit. If one attempts to boot a 4Links unit with a memory card that was built for another unit, or with a non4Links memory card, then the boot self-test display will display a failure message at the fifth step - which
indicates that the card is unsuitable for this unit.

4. Block Diagram
The elements that make up an EtherSpaceLink family unit are shown in figure 4.1.
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Figure
4.1: EtherSpaceLink family unit block diagram
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5. User Interface
5.1. Initial (power-up) display
The front-panel display will initially show the unit proceeding through self-test and configuration, leading after a
few seconds to a normal operational display.

Figure 5.1: The RG408 power-up display
Failure during the initial four stages of the self-test usually indicates a hardware problem. Failure at the fifth stage
suggests a fault with the contents of the memory card; memory cards are configured for specific 4Links units, so
make sure that you have plugged the correct card into this unit.

5.2. Normal (status) display
In normal operation, the display shows the state of the SpaceWire and Ethernet connections, and any activity on
these interfaces.

Figure 5.2: The MSR status display
The top line of the display shows Ethernet information:



The IP address of this unit;
Ethernet status:
∗
X
L
C



The SFP module (see section 3.2, “The Ethernet Connection”) is not present;
The SFP module is present but the Ethernet cable is not connected;
The Ethernet is connected and the MSR is listening for a connection;
The Ethernet is connected to a user program.

Ethernet Activity (note that Ethernet activity that is not related directly to SpaceWire traffic may be
reported, e.g. broadcasts from other devices on the Ethernet):
R
T

Data is being received from Ethernet;
Data is being transmitted to Ethernet.
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The lower section of the display shows SpaceWire information for each active port:


SpaceWire Link status and activity:
N

A null SpaceWire token was received on this port. These are exchanged across a link continuously
when there is no other traffic to send.
R
A data byte (an Nchar) was received on this port.
F
A flow-control token (FCT) was received on this port.
X
A link disconnection (i.e. timeout) was observed on this port.
P A parity error was observed on this port.
Each of these status indication characters is displayed for a short length of time to make them visible to the
human eye.


Receive link speed

The above display shows that the unit is listening for an Ethernet connection on IP address 192.168.3.40, and that
the SpaceWire link passing between ports 1 and 2 is active with a link speed in each direction of 50 Mbps. The
traffic contains parity errors and the disconnects associated with link recovery.
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6. Front Panel Interaction
A center-biased three-position toggle switch is located to the left of the front panel display. This is used to show
the unit’s serial number and options, and to set the unit’s IP address.
Settings are stored in non-volatile memory and are restored when the unit is next powered-up.
A single movement of the switch, either upwards or downwards, enters the first step of the user interaction
where the unit’s serial number and option list is displayed. It is possible to return to the normal display by moving
the switch a second time in the same direction, or to inspect and/or set values by moving the switch a second
time, but in the opposite direction. Doing nothing will, after a few seconds, cause the display to return to normal.
Messages on the screen indicate the effect of moving the switch upwards (top line, left side) or downwards
(bottom line, left side).
After pushing the switch down, we see that the MSR serial number A202, with all options, is not timesynchronised to other EtherSpaceLink units, is connected to a 100 Mb/s Ethernet, and that no user program is
connected to it:

Figure 6.1: The MSR serial number and configuration display
The chart below shows how to navigate the settings menus.
The current state is shown as a box with three sections. The top section shows a label that indicates the effect (if
any) of pushing the switch up. The middle section describes what is displayed. The bottom section shows a label
that indicates the effect (if any) of pushing the switch down.

Figure 6.2: Front panel navigation
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The state is entered via an arrowed line into the top or the side of the box. A line from the top section traces flow
to the next state when the switch is pushed up. A line from the bottom section traces flow to the next state when
the switch is pushed down. A line from the middle section shows the flow when the switch is not pressed and a
timeout period (of several seconds) has elapsed.

Figure 6.3: Front panel state transitions
After self-test and configuration, the display enters its normal (status) display mode. From there, pushing the
switch in either direction shows the configuration display, and pushing it again in the same direction will return to
the main status display.
Selecting the Settings display (with two operations of the switch, in opposite directions) and doing nothing will
result in all the settings being displayed in turn and then the display will return to its normal status display mode.
Selecting the Settings display and then pushing the switch down (Change) allows these settings to be modified, as
outlined in the following sections.
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Figure 6.3: MSR front panel states
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6.1. IP address
This section allows the unit’s IP address is to be set statically. Each set of three digits holds the value of a byte and
thus may only be set between 0 and 255; attempts to set the values 256 to 299 will cycle digits within that byte
and selecting “next digit” will not move to the next byte until the value is within range.

Figure 6.5: The IP address display

6.2. Time Synchronisation
This dialogue allows the selection of three settings for the time synchronisation between EtherSpaceLink units:




Synchronise to another unit’s reference time;
Provide the time reference source for other units;
Remain isolated and generate time tags locally.

For further details, see section 8, “Unit-to-Unit Time-Tag Synchronisation”.

Figure 6.6: The time synchronisation display

6.3. Health Display
The Health Display provides a frequently-updated view of the important temperatures and voltages in this
EtherSpaceLink unit.
It is possible to toggle the fan between an automatic mode, when it operates as necessary, and a permanently
enabled mode, when it operates continuously.

Figure 6.7: The health display
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7. The MSR Options
The Multi-link SpaceWire Recorder can be specified with optional Event / Error Recording (ER), Time Tag (TT) and
Event / Error Waveforms (EW) functions that considerably extend the capabilities of the standard product.

7.1. Option TT - Time-Tags
An internal quartz crystal controlled oscillator feeds a counter that records the time, to a resolution of less than 2
ns, from power-up of the unit. That time can be captured and reported to the user each time an enabled event
occurs. This option allows time capture on the receipt of one or more of these events:







the first byte of a packet;
the end-of-packet marker, EOP;
the error-end-of-packet marker, EEP;
SpaceWire time codes;
ECSS errors: ESC-ESC, ESC-EOP, ESC-EEP, Timeout, Parity error.

Delta time-tags are used when the interval between time-tags is short (<∼6.5µs) which reduces the Ethernet size
of a time-tag from ten to four bytes and thus reduces the traffic generated by time-tags.
The time-tags recorded by the MSR may be synchronised with those of other 4Links MSRs, DSIs and SRRs to an
accuracy of better than 10 ns, and all of these may be synchronised to a time-of-day year IRIG-B00x clock using a
4Links Absolute Time Interface (ATI) unit.

7.2. Option ER - Event / Error Reporting
Normally, only data and EOP/EEP characters are seen by the user. Other sequences and tokens or tokensequences are hidden, some because they cause error conditions and result in a link being reset (possibly thus
also generating an EEP character).
This option allows selected events to be seen by the user for diagnostic purposes.
Events reported by this option are when:




Time codes are received;
ECSS errors, ESC-ESC, ESC-EOP, ESC-EEP, Timeout, Parity error, are received.
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7.3. Option EW - Event / Error Waveforms
When option EW is provided, each SpaceWire port contains a waveform recorder that captures the wire signals at
that port continuously. It stops recording and makes the waveforms available after it is triggered by an event.
EtherSpaceLink family units with the EW option can be set to trigger the capture of a waveform when an error is
detected, and the MSR considerably extends the triggering opportunities.
Each port can generate an event when one or more of the following have been enabled and subsequently occur:





The first byte of a packet is received;
The error-end-of-packet marker, EEP, is received;
Time codes are received;
ECSS errors, ESC-ESC, ESC-EOP, ESC-EEP, Timeout, Parity error, are received.

Some of these triggering capabilities must be specifically enabled using the Event Reporting option (section 7.2,
“Option ER - Event / Error Reporting”).
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8. Unit-to-Unit Time-Tag Synchronisation
Multiple EtherSpaceLink units can be linked together to synchronize their internal clocks. This allows synchronised
outputs across multiple boxes and time tags to be the same across multiple units. The hardware option “S” is
required to provide the necessary SMA connectors on each unit that will be synchronised - e.g. MSR-RG408-MS.
Units are synchronised with a daisy-chain cable between them - using rear-panel SMA connectors J7 and J8.
These connectors are grouped in pairs (J1-J2, J3-J4, J5-J6 and J7-J8) with both connectors in a pair connected
together (loop-through). In the following illustrations connectors J7 and J8 are interchangeable.
Units to be synchronised are connected together by SMA-SMA cables, and 50 Ω terminators must be added at
each end of the chain. The two connectors in a pair are simply wired to each other and may be used as a loopthrough connection, or a resistor may be inserted into one of the connectors so that the other forms a terminated
connection.
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Figure 8.1: Daisy-chaining the time synchronisation connections
“T” indicates a 50 Ω SMA termination.
The total length of cable used in the daisy-chain must not exceed 50m (165 feet).
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8.1. Setting the Synchronisation Source
Each EtherSpaceLink unit waits to synchronise with a time reference unit and the chain must include ONE
reference unit which provides the time for all of the others. Any EtherSpaceLink unit may be used as the time
reference and must be set as such by using the switch on the front panel.
Pushing the front panel switch up and down (or down and up) followed by up produces a synchronisation status
screen (See section 6.1, “IP address”). Settings that can then be selected by pushing the switch down are:




Synchronise to an external time reference, when available (default);
Isolated - times are local, even if a reference is available;
Act as a time reference for other EtherSpaceLink units.

When a number of EtherSpaceLink units are synchronised together, one of them must be set to be the time
reference, and all of the others can be left at their default setting to cause them to synchronise their timetags to
that unit.
Notice that if the power to a unit is cycled (or if its memory card is unplugged and then reinserted), and it was the
time reference for a chain of EtherSpaceLink units, then this capacity must be set again on the unit’s front panel.

Figure 8.2: Time synchronisation display
Synchronisation status is shown on the normal status display immediately before the Ethernet status character.
“”

(i.e. no visible character) indicates that the unit is waiting to synchronise.

“P”

indicates that the unit is in the process of synchronising to the time reference.

“S”

indicates that the unit is synchronised. In this state, the auxiliary status screen that can be viewed by
pushing the switch up (or down) indicates what this unit is synchronised to (e.g. “Synchronised to
192.168.3.96”).

“I”

indicates that the unit is isolated and therefore that time-tags are independent of any reference. “/”
A rotating “clock” indicates that this unit is acting as the time reference.
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Figure 8.3: Indication of the time synchronisation status
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In the case illustrated in figure 8.3, the top line of the normal status display shows “IL” (where the “I” indicates that
the unit is isolated from a time reference, and the “L” indicates that the Ethernet interface is listening for a
connection).

An EtherSpaceLink Absolute Time Interface (ATI) that synchronises time-tags to an IRIG-B00x source is available
from 4Links. It should be included as one of the units in the chain above. If there is an ATI in the chain, it is, by
default, the synchronisation master. All other EtherSpaceLink units should then be set to “Synchronise to
reference”.
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9. Software for the Multi-link SpaceWire Recorder
Operation of the Multi-link SpaceWire Recorder falls into two distinct phases:



Data Gathering, when SpaceWire traffic is collected, time-tagged and stored to a file on the host
computer;



Data Inspection and Analysis, which is performed after the data has been captured.

9.1. Files Supplied with the MSR
Several files are supplied on the included CD, as tabulated and described below.

File

Contains

msr.exe

The msr recording program, compiled for MS
Windows. See section 9.2, “Data Capture using the
msr Program”, for details.

read.jar

The Java-based read analysis tool that interprets
binary files that were recorded by the msr program.
See section 9.3, “Data Inspection and Analysis using
the read Program”, for details.
A Java-based analysis tool that interprets the Event
Waveform files that are collected by the msr
program and created by the read program.

waveform.jar

ProtocolRx_RMAP.class

A Java plug-in that the read program uses to
interpret the SpaceWire RMAP protocol.
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9.2. Data Capture using the msr Program
The msr program is supplied to store the data captured by the Multi-link SpaceWire Recorder into a file on the
host computer.
This program is provided as a pre-compiled binary executable (msr.exe) for the Windows® operating system.
msr is called with two parameters and an optional third one:
msr <IP-address-of-MSR> <filename> [reporting interval]

The IP address of the MSR is expressed in dotted-decimal form, such as 192.168.3.40. Symbolic names such
as msr.test-lab.company.com are also accepted.
The file-name for the recording may contain the usual path components.
When running, the msr program prints a short summary of the observed traffic once per second, by default,
or once in each reporting interval, if that value is supplied in the third command-line parameter.
When you have finished capturing SpaceWire data, stop this program with Ctrl-C. There may be a slight pause (a
second or two) while buffers are flushed to the recording file before the command prompt returns.
The msr program acts as a bridge between the MSR unit and the file on the host computer. At high data rates,
this is a challenging task and the capabilities of the host computer are likely to be a greater bottleneck to the
recording than the MSR hardware. The following notes might be helpful when optimising your test environment:






Data has to be stored as it arrives - it is not possible for the recorder to control the SpaceWire data flow. It
is thus possible that data might arrive more quickly at the MSR than it can be transmitted across the
Ethernet and stored on the computer - possibly due to activity on the Ethernet or on the computer. A large
buffer is provided in the MSR (64 MB in the ‘L’ and ‘LS’ platforms and 128 MB in the ‘M’ and ‘MS’
platforms) to smooth the flow of data, but this may overflow with sustained high-bandwidth traffic. In this
case, buffer overflow may occur, which will result in gaps in the record; these are flagged.
A point-to-point Ethernet connection, or an Ethernet switch, are less likely to impede the traffic than an
Ethernet hub.
Data loss is less likely if the recording computer is running no software other than the msr program.
If you use up all of the disk space on your machine, you may find that the operating system misbehaves.
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9.3. Data Inspection and Analysis using the read Program
The read program is supplied to convert the data that has been captured by the msr program into a range of
textual forms that are suitable for human analysis or for parsing by a customer-supplied program.
The read program can be used standalone, or with plug-ins for protocols. A plug-in is provided for the RMAP
protocol, which uses the file ProtocolRx_RMAP.class.
In the simplest case, the read program (which is supplied in the Java archive file read.jar) is called using just
one parameter, which is the filename of a recording by the msr program.
java -jar read.jar <filename>

The supplied filename for the recording may not contain the usual path components, so one must set the
current working directory to that which will contain the recorded file before running the read program.
If the supplied filename starts with a non-alphabetic first character, it will be treated as an IP address, in
which case the dotted-decimal IP address of an MSR device will be opened for live streaming of the received data.
java -jar read.jar 192.168.3.40

This mechanism is useful for initial experimentation, but the processing load of the read program and the speed
of your display will ultimately affect the maximum throughput of this method. Recording to a file (with an
alphabetic first character to its filename) using the msr program, and subsequent analysis of this file, is the
recommended pattern of use of the Multi-Link SpaceWire Recorder.
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The read program has many other optional parameters that may be provided after the filename of the
recorded file:
java -jar read.jar <filename> [options]

The read program’s optional parameters are listed here:
/b <number>

The largest block of data printed without allowing data from another flow to
be printed. Packets smaller than this value will be printed, as far as possible, in
a single block of data.
The default is 2048 bytes per block.

/f

Fixed spacing output (may be better for automatic searching). The default is
variable spacing (additional spaces between sets of 4 and sets of 16 bytes for
easier reading).

/h <string>

Use <string> as the prefix for all of the hexadecimal output
values. The default is to supply no prefix.

/n <number>

How many data bytes are shown on one line. To fit a whole packet on one
line, set this value to the packet size, or larger. A negative value (or just ’-’)
reports EOP/EEP on the last (or only) line of data, instead of a line of its own;
The default is 16 bytes per line.

/l <string>

Label the ports with substrings of <string>.

/o <filename>

Direct the result to the file <filename>.
The default is to display the result on the screen.

/c
<connector(s)>

Select data only from the specified (incoming) connectors. e.g. /c 2 extracts only
data flowing from connector 2 to connector 1.
The default is all connectors (12345678).

/p <protocol>

Add a recognizer for <protocol>.

/q <protocol>

Like /p but also display the packet content as bytes.

/r
/s [<n>]

Reverse the flow indicator to display as: 1-->2 and 2-->1.
The default matches the front panel display: 1-->2 and 1<-2.
Summarise the data: The first <n> data bytes and the total number of bytes in
the packet are shown. If <n> is 0 (which is the default), all of the data bytes are
displayed.

/v

Verbose display of recorded tine tags.

/m

Machine processing: time in ns, fixed spacing for data.

/z

Produces very short output, intended for further machine processing. This feature
is experimental, and the output format might be changed in future releases.
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The /s 0 parameter is commonly used immediately after making a recording to obtain a summary of the stored
data. If the traffic contains SpaceWire packets longer than 2048 bytes, adding the /b <length> parameter
prevents the summary line for each packet from being broken over multiple lines of output.
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The /m and /z parameters provide simply-formatted versions of output from the read program that are
convenient for further processing with your own programs.
It is possible to redirect the output of the read program to a file using its /o parameter. In this case, any event
/ error waveforms in the input file are stored to separate waveform files and the report file is annotated with the
waveform filenames. It is not advisable to use the operating system’s redirection mechanism (’>’), because any
waveforms in the input file will be drawn to the screen without a convenient mechanism to match them to a
position in the redirected output file.
9.3.1. Example Output from the read Program
The following brief output from the read program shows the content of a number of 4-byte SpaceWire packets,
together with time-tags of the first byte in each packet and the corresponding end-of-packet token. The data rate
reported, 40.0 Mbits/sec, is the user data rate; this will have been transmitted across SpaceWire at 50.0
Mbits/sec with 2 bits of protocol overhead per byte [the parity bit and the data / control flag].

//-4Links.READ (v16:20111125/v33:20110920) run by test-user on 2011-12-07 11:57:37 Z
(GB)
//- msr-test.msr
//- PC time at start of recording was 2011-12-06 20:24:33
//- NOTE: This may not be the time of the first shown activity.
ss ms

us

ns�

1511.775 083 132 0s
1512.775 227 117 3s
1513.775 390 618 7s
1514.775 543 714 7s
1515.775 687 852 0s
1516.775 837 594 7s
1517.775 984 288 0s

Flow

Activity

1-->2
1-->2
1-->2
1-->2
1-->2
1-->2
1-->2
1-->2
1-->2
1-->2
1-->2
1-->2
1-->2
1-->2

Data @0000 43 44 45
EOP at 1511.775 083
Data @0000 43 44 45
EOP at 1512.775 227
Data @0000 43 44 45
EOP at 1513.775 391
Data @0000 43 44 45
EOP at 1514.775 544
Data @0000 43 44 45
EOP at 1515.775 688
Data @0000 43 44 45
EOP at 1516.775 838
Data @0000 43 44 45
EOP at 1517.775 985

46
932
46
917
46
418
46
514
46
652
46
394
46
088

0s (SOP + 0.800us) ˜40.0 Mb/s
3s (SOP + 0.800us) ˜40.0 Mb/s
7s (SOP + 0.800us) ˜40.0 Mb/s
7s (SOP + 0.800us) ˜40.0 Mb/s
0s (SOP + 0.800us) ˜40.0 Mb/s
7s (SOP + 0.800us) ˜40.0 Mb/s
0s (SOP + 0.800us) ˜40.0 Mb/s

9.3.2. Plug-ins for the read Program
The usual function of a plug-in is to examine a received packet and, if it is recognised, to interpret it for display.
A plug-in file is provided for the read program to provide interpretation of the SpaceWire RMAP protocol:
ProtocolRxRMAP.class
This plug-in may be invoked using the /p parameter to the read program:
java -jar read.jar <filename> /p RMAP
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This is an example of output from the read program and the RMAP plug-in. Some extra newlines have been
added for better readability in this manual.
// Added Rx protocol "RMAP" (v13:20111125) from ProtocolRx_RMAP
//-4Links.READ (v16:20111125/v33:20110920) run by test-user on 2012-05-18 14:29:37 Z (GB)
//- msr-test-rmap.msr /p RMAP
//- PC time at start of recording was 2012-05-17 17:50:53 (daylight saving time)
//- NOTE: This may not be the time of the first shown activity.
Ss

ms

us

ns

Flow

Activity

18 404.197 654 640 0s

5-->6

18 404.197 673 973 3s

5<--6

18 404.202 991 333 3s

5-->6

RMAP Read command: To 21, Reply to FE, Transaction ID 0001,
Key 00: 000028 bytes from 00:00000000... (Header CRC OK)
RMAP Read reply: To FE, From FE, Transaction ID 0001,
Status = OK: F5 F5 F5 F5 F5 F5 F5 F5 F5 F5 F5 F5 F5 F5 F5 F5... >
RMAP_Read_reply_FE_0001.bin (Header CRC OK) (Data CRC OK)
RMAP Write command: To 21, Reply to FE, Transaction ID 0002,
Key 00,
0007ED bytes: ED ED ED ED ED ED ED ED ED ED ED ED ED ED ED ED... >
RMAP_Write_command_21_0002.bin to 00:00000000... Acknowledge
(Header CRC OK) (Data CRC OK)

18 404.205 195 801 3s

5<--6

RMAP Write reply: To FE, From FE, Transaction ID 0002,
Status = OK (Header CRC OK)

9.4. Waveform Handling
Blocks of waveform data are embedded in the recorded file at the points where events were detected by the
MSR.
When the read program is run, a pop-up window will show each waveform as it is encountered in the recorded
file. This window shows the time-tag of the event that triggered the waveform capture, an indication of the type
of event, and the time scale of the recording. The time scale may be adjusted using a pull-down menu. The
waveform may by saved to a file (with the default extension .swf - SpaceWire WaveForm, not ShockWave
Flash®) using the button provided.
Saved waveforms may be viewed using the supplied waveform.jar program:
java -jar waveform.jar <waveform-file-name>

After you have viewed or saved the waveform, a prompt generated by the read program reminds you to close
the waveform pop-up window in order to see the next waveform in the recorded file.
If your MSR unit supports multiple SpaceWire ports, event waveforms for all of the ports will be stored in the
recorded file in an interleaved fashion. After viewing a waveform, it will be necessary to follow the prompt to
close the pop-up window for the correct port in order to view the next event waveform.
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Figure 9.1: SpaceWire waveform capture of a Link changing speed from 10 Mbps to 100 Mbps.
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9.5. The MSR File Format
The format of the files stored by the msr program is complex, due to:





The need to interleave eight streams of recorded SpaceWire traffic into a sequential form for
transmission across the Ethernet;
The need to accommodate SpaceWire packets of unlimited length;
The need to compress values such as time-tags to minimise the file size;
The need to do all of this really fast.

4Links reserves the right to change the MSR file format. If this happens, the msr and read.jar programs will
be updated to reflect these changes and thus provide the stable supported interface for this product.

Page 46

10. Troubleshooting Guide
This section presents a selection of questions and answers that might be relevant to Multi-link SpaceWire
Recorder problems.
I cannot make a TCP/IP connection to my MSR unit.







Make sure that the MSR unit is powered on and that the Ethernet cable is plugged in [at both
ends!].
Are you attempting to connect from the host computer to the IP address of the correct MSR unit? Run a
ping test to make sure that your host computer can talk to the MSR unit.
Look at the front-panel display of the MSR unit to confirm that the IP address shown is the one that you
are expecting to use. Check all of the digits very carefully...
Check your network configuration to make sure that there is a viable IP route from your host computer to
the unit - maybe using tracert or traceroute.
Does the MSR unit’s front panel display show “L” for listening, before attempting to run the msr
program, and “C” when it is connected?
Is the Ethernet “R” (receive) indicator on the front panel display flashing occasionally, as broadcast traffic
is seen on the network?

I cannot monitor traffic on one of the MSR unit’s ports.










Does the MSR unit’s front panel display show that the link is connected? Are the “R” and / or the “T”
indicators flashing for this link? If just the “N” and “X” indicators are lit continuously, one side of the link is
trying to connect repeatedly, without success.
How many ports are supported on your MSR unit? Don’t try to use ports that are not available. Click the
front-panel switch up (or down) to discover the number of ports on your unit.
There is a small chance that your SpaceWire cable is broken. Alternatively, one of the connectors may be
damaged, or not be seated properly, or the cable may not be connected to the correct port on the MSR
unit.
Is the device-under-test properly wired and powered up?
Are the SpaceWire port pairs being used properly? Link signals should be connected between ports 1 & 2,
3 & 4, 5 & 6 and 7 & 8 of the MSR.
Install a loopback connector on one of the ports in the pair and run a simple loop-back test to the other
port in the pair, to ensure that it is connecting properly.
Use the 4Links SpWIO program on an ESL or DSI or SRR unit to connect to the device-under-test
manually.
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The msr program runs, but it records nothing...







Are you monitoring active SpaceWire link(s)?
Have you started the device-under-test properly; is its software running?
Has your device-under-test livelocked or deadlocked?
Was the MSR powered and running before the SpaceWire links in question were initialised? Check that
the MSR’s front-panel display shows the link speed in each direction and that the two endpoints are
exchanging NULLs, if nothing more.
Have you filled up the disk on your host computer?

My SpaceWire link(s) are disconnecting unexpectedly...




Is your device-under-test properly grounded to your DSI? SpaceWire requires a ground reference to be
connected through the outer shield of each SpaceWire cable. If this is not done, the common mode
potential might be too high, leading to seemingly random errors or sensitivity to external electromagnetic
interference.
The Synchronised Outputs option of the 4Links Diagnostic SpaceWire Interface works by inserting short
idle periods into the SpaceWire signals, and for link speeds less than 100 Mb/s this can cause the
disconnect timeout to be exceeded. See the DSI manual for further information.
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11. Statement of Volatility
4Links EtherSpaceLink family products do not retain any captured data after a unit is powered off. All functionality
is volatile and is loaded from a memory card. Removal of the memory card and removal of power deletes all
functionality from the unit.
The only user-dependant value stored after power-down is the IP address of the unit. The only nonvolatile code in
the unit is that in an 8-bit microcontroller which is used to drive the front-panel display and to re-boot the unit
from a valid memory card.

11.1. Removing all information from a Unit
The procedure for removing all information and functionality from a unit is:
1. Use the front-panel switch to set the IP address to 0.0.0.0
2. Remove the memory card
3. Remove power from the unit
No user-dependant value or data now resides in the unit.

11.2. Security Notice
The configuration files stored on the memory card define the function of the unit. These are encrypted and can be
used only with the specific unit they were created for. The data on the card cannot be used to configure any other
unit.

12. Product Limitations and Features
12.1. Ethernet
The TCP/IP packet re-transmission timeout is set at a fixed period of 1 second; it should be statistically derived
from the performance of the network. Congestion control of the Ethernet packet transmit rate is not
implemented. This is not an issue in local area networks where errors are (very) rare and packets are
acknowledged in much less than one second; problems may arise with large non-local networks.
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13. Regulatory Information
This product is for indoor use only.

13.1. Electromagnetic Compatibility
This product meets the intent of EU Directive 2004/108/EC on electromagnetic compatibility.
Compliance has been demonstrated to the following specifications as listed in the Official Journal of the European
Union: EN 55022:2006, EN 55024:1998 inc. A1+A2:2003, EN 61326-1:2006, and relevant sections of EN 55011 and
EN 61000.
Emissions are within the limits of FCC 47 CFR, Part 15, Subpart B for Class A equipment.
Warning: This is a class A product. In a domestic environment, this product may cause radio interference, in which
case the user may be required to take adequate measures.

13.2. Product Safety
This product meets the intent of EU Directive 2006/95/EC on low voltage equipment.
Compliance has been demonstrated to the following specifications as listed in the Official Journal of the European
Union and by the International Electrotechnical Commission (IEC): IEC 61010-1:2010 (3rd Edition) and EN 610101:2010 (3rd Edition) with US & Canada National Deviations.

13.3. Equipment Recycling
The symbol shown in figure 13.1 indicates that this product complies with the European Union’s requirements
according to EU Directive 2002/96/EC on waste electrical and electronic equipment (WEEE). The black bar
beneath the crossed out wheeled bin denotes that the product was put onto the market on August 13th 2005 or
later, and thus falls under the WEEE directive.

Figure 13.1: The EU WEEE Symbol

13.4. Restriction of Hazardous Substances
This product has been classified as Monitoring and Control equipment, and is outside the scope of the EU
Directive 2002/95/EC on the restriction of the use of certain hazardous substances in electrical and electronic
equipment.
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14. RG408 Product Drawings
14.1. Plan view
Plan view with front SpaceWire connectors and rear SMA connectors (not to scale):

Figure 14.1: RG408 plan view with rear SMA connectors Plan

14.2. Front view
Front view with front SpaceWire connectors (not to scale):

Figure 14.5: RG408 front view

14.3. Rear view
With front SpaceWire and rear SMA connectors (not to scale):

Figure 14.7: RG408 rear view with SMA connector
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